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Introduction ] coens R

1 Intreduction

(— ) 1 Woarden is an advancad anli-cheat mechanism for Blizzard's games. H dalects changes to 2 Procass i
: the client's memary and repoits its rasults lo the server. Warden is intended to plug the 3 Ravarsion = Unlaading Wardzn

sacurity holes in games that the server cannot iiself handla. 4 varily Viarcen Loaded

2. Stanting with 1.6.0 (4500}, World of "Warcraf imalaments Warden. It is the goal of thia £ Disabling \Warcan Autoban
dotument te explain Warden's operaltion arid miaintenance fom BONS's perspective.

3. On the sowver gide, Warden is a dynamically-loaded “:50" modute. The sewvar lalks to this madulg to implemant Wardan.
Warden is entirely agtional; the game séﬂféf wiil function riomally vathout it.

4, Warden can be hot-swapped wilhout a Sefver ragtart. it may also be unlosded dynamically. o
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What is Warden? §|

Warden Is a framework for having updatable code executed on the ciient and server with
secure communication between those pieces of code. This can be used for any purpose but the
Initial Intent is that is used for detecting client side tampering and reporting any incidents of
tampering to the server. It [s assumed that since we have no control over the client that all
efforts to detect tampering will eventually be circumvented which Is why the client module
needs to be easily updatable so that additional tests can be added to detect tampering of the

tampering detection.
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